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Abstract
Biometric authentication has a great potential to improve the security, reduce cost, and enhance the customer
convenience of payment systems. Despite these benefits, biometric authentication has not yet been adopted by
large-scale point-of-sale and automated teller machine systems. This paper aims at providing a better understanding of the benefits and limitations associated with the integration of biometrics in a PIN-based payment
authentication system. Based on a review of the market drivers and deployment hurdles, a method is proposed in
which biometrics can be seamlessly integrated in a PIN-based authentication infrastructure. By binding a fixed
binary, renewable string to a noisy biometric sample, the data privacy and interoperability between issuing and
acquiring banks can improve considerably compared to conventional biometric approaches. The biometric system
security, cost aspects, and customer convenience are subsequently compared to PIN by means of simulations using
fingerprints. The results indicate that the biometric authentication performance is not negatively influenced by the
incorporation of key binding and release processes, and that the security expressed as guessing entropy of the
biometric key is virtually identical to the current PIN. The data also suggest that for the fingerprint database under
test, the claimed benefits for cost reduction, improved security and customer convenience do not convincingly
materialize when compared to PIN. This result can in part explain why large-scale biometric payment systems are
virtually non-existent in Europe and the USA, and suggests that other biometric modalities than fingerprints may
be more appropriate for payment systems.
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1. Introduction
Biometrics have often been identified as the nextgeneration identity verification method in a variety
of applications such as border control, building access, computer login, municipal services, healthcare
services and commerce. Some of the driving forces
behind biometrics that are often mentioned are an enhanced identity proof, a higher level of customer convenience, and cost savings. The latter is often explained by a supposedly faster transaction or authentication process compared to conventional identity verification methods using tokens, personal identification
numbers (PINs), passwords, signatures, and alike.
A large amount of trials and fully operational systems have been installed for biometric payment. For
example, Japan has introduced finger and palm vein
recognition (Ogata, 2009) in a wide range of ATMs
in 2005 to counter their substantial problem of unauthorized cash withdrawals (Jones, 2006). The USbased company Pay by Touch enabled customers to
pay for goods with a swipe of their finger (Boyle, 2006;
Williams, 2008). In Singapore, Citibank launched

a new fingerprint authentication payment service for
credit card customers, installed in 9 merchant locations
such as music and IT stores, clubs, restaurants and
cinemas (Tan, 2009). In The Netherlands, supermarket chain Albert Heijn together with payment processing company Equens initiated a trial for fingerprintbased payment authentication (van Hooren, 2009).
Also in emerging economies, biometrics have found
their way into payment systems. The Mexico-based
Banco Azteca registered the fingerprints of about 8
million customers in 2007 for payment authentication
(Jones, 2007). Similar roll out plans for financial applications have been revealed for the Indian subcontinent, the middle east, Brazil, and others (see International Biometric Group, 2005; McIntosch, 2009, for an
overview).
Despite these relatively small-scale successes, biometric authentication has not yet been adopted by
large-scale point-of-sale (PoS) and automated teller
machine (ATM) systems such as EMV (Europay, Mastercard, VISA (EMVCo), 2008). This could in part be
the result of the major challenges that are associated
with the adoption of biometrics, such as the proper proAugust 18, 2011

tection of biometric data for security and privacy reasons. Furthermore, if an application requires a certain
degree of interoperability, for example in a biometricenabled payment system that should work in different
geographic areas, the storage, transfer, exchange and
processing of biometric information should be agreed
upon between all involved parties. Another explanation for the absence of large-scale biometric payment
systems could be that the claimed benefits of biometric
authentication do not really materialize in practice, or
are subject to unforeseen tradeoffs.
This paper aims at providing a better understanding of the benefits, challenges, possibilities and limitations associated with the integration of biometrics in
a PIN-based payment authentication system. The resulting insights may in part explain why such largescale biometric systems are currently virtually nonexistent, and what further actions are required to alleviate any hurdles that may hamper the introduction
of such systems. In terms of potential benefits and
challenges, we mostly limit the scope to security, cost,
customer convenience and acceptance, and system integration aspects. We only consider existing payment
systems employing PIN authentication based on conventional magnetic stripe cards or smart cards with an
integrated microprocessor (i.e., the majority of debit
and credit cards used throughout Europe, de USA, and
large parts of Asia). For transaction authentication, we
focus on money withdrawals at automated teller machines (ATMs) as well as point-of-sale (PoS) terminals (e.g. retail). We also assume that fingerprints are
the biometric of choice for this application, and that
both online (in a central facility) as well as offline (by
a smart card) authentication are required.
The paper is structured as follows. In Section 1.1,
the main benefits and drivers for biometrics are reviewed in more detail, followed by an overview of deployment hurdles in Section 1.2. From the identified
hurdles we conclude that it is unlikely that biometric
authentication can replace a PIN, and an alternative,
integrated approach in wich both authentication means
are available in parallel is propounded in Section 2. A
qualitative analysis of the proposed approach in terms
of customer convenience (e.g. false non-match rates),
system security (e.g. cryptographic key size and biometric false match rates) and transaction time (e.g. the
number of authentication attempts) is provided in Section 3. The claimed benefits associated with biometrics
are reconsidered in retrospect in Section 3.5, followed
by conclusions in Section 4.

have” (such as a bank card) or something “you know”
(a PIN or password) alone. Recent figures on identity
fraud indicate a need for such improvement. According to the Identity theft website (2008), the estimated
number of compromised identity data records in the
US amounts to about 48 million per year. In a 2008
survey conducted by the Identity theft resource center (2008), 73% of the respondents that were subject
to identity compromise reported that their identity was
used in financial crime. Credit and debit card fraud are
the most frequently occurring financial crime (Federal
trade commission, 2009). Especially charges on stolen
credit or debit cards (that do not require a PIN) was
reported to increase from 8.1% in 2004 to 39% of all
reported identity fraud cases in 2008 (Identity theft resource center, 2008). Within the UK, a 25% rise in
fraudulent use of credit and debit card was reported
for 2007, with losses amounting to 535 million pounds
(BBC news, 2008) and 609 million pounds in 2008
(The UK payments association, 2009). The U.S. secret
service estimated that annual losses from automated
teller machines (ATMs) fraud totalled about USD 1
billion in 2008 (ENISA, 2009). The observed increase
in ATM fraud can largely be attributed to card skimming and on-line credit card data compromise (i.e., in
so-called card-not-present transactions). During 2008,
a total of 10,302 skimming incidents were reported in
Europe.
In Europe, credit and debit cards require a PIN to
authenticate a transaction. Such knowledge-based authentication was introduced to decrease the risk of
fraudulent charges on the associated cards. The PIN is
verified either “online” or “offline”. Online PIN verification is used for ATM withdrawals and point-of-sales
(PoS) transactions. The secret number entered by the
customer is transformed into a derivative (e.g., the PIN
verification value, or PVV) and compared to a reference stored at the issuing bank. When both derivates
are equal, the transaction is authenticated. Offline PIN
verification, on the other hand, is performed by the
terminal (in case of magnetic stripe cards) or by the
bank card (in case of a smart card). To allow offline authentication of a PIN using a magnetic stripe
card, the PVV is stored on the card and read by the
terminal. The fact that this information can be easily copied makes the system vulnerable to skimming
(Bhatla et al., 2003; ENISA, 2009) and presumably
PIN cracking attacks (Berkman and Ostrovsky, 2007).
The new “Chip-and-PIN” system, which is the brand
name of cards that comply with the Europay, Mastercard, VISA (EMVCo) (2008) protocol performs offline
PIN verification for PoS terminals by the bank card itself. The card contains a small integrated chip (e.g.
a so-called smart card), which makes copying information from the card very difficult (Murdoch et al.,
2010). The card itself has to prove its genuineness
to the terminal through dynamic data authentication

1.1. Potential benefits of biometric technology
1.1.1. Improved identity verification
Authentication that includes something “you are”
(e.g. a biometric characteristic) can provide a more
trustworthy identity verification than something “you
2

(DDA) or static data authentication (SDA), resulting
in a two-factor authentication (i.e. possession of the
card and knowledge of the associated PIN). The card
with PIN can however still be subject to theft. Additionally, weaknesses in the communication protocol
between card and terminal have been identified (Murdoch et al., 2010), and hence there is still an expected
benefit from authenticating the subject through the use
of biometrics.

and these numbers increase by about 6% per year. The
number of point of sales (PoS) terminals is even larger;
within Europe alone the total number of PoS terminals amounted to 8 million in 2008 (European Central Bank, 2010). Extending PIN-based PoS and ATM
terminals with biometric functionality requires significant investments and hence banks have only a limited
appetite for biometrics without a strong customer pull.
The only feasible route of integration seems therefore
during renewal of old terminals, and thus from a financial point of view, biometrics and PIN would need
to co-exist until the majority of terminals has been replaced which can take several years if not longer.
On top of the required hardware investments, banks
would need to invest in enrollment facilities as well.
Because the security of a biometric system depends
to a large extend upon the identity proof of customers
during such enrollment phase, this process is typically
performed at the bank itself in a supervised manner.
This means that dedicated enrollment equipment and
services need to be installed, and qualified personnel
should be present.

1.1.2. Customer convenience
The card fraud events described above will require
a card to be revoked, resulting in a period that the customer cannot authenticate electronic payment transactions. Since many financial institutions strongly depend on customer trust and convenience (cf. McIntosch, 2009), biometrics can play an important role to
prevent the inconvenience that results from card fraud,
and have the potential to increase trust for electronic
payments.
A second convenience-related motivator to use biometrics that has often been mentioned is not having
to remember a PIN, or even not having to present a
debit/credit card. For many people and particularly
elderly, PINs can be difficult to remember, especially
if different PINs have to be remembered for different
cards. This in turn results in a security risk of customers writing down their PINs on a card or on a small
piece of paper kept in their wallet. It has also been
shown that if people are permitted to choose their own
passwords or PINs, they tend to select ones that are
easily guessed or are the same across bank cards (Gong
et al., 1993).

1.2.2. Infrastructural changes for biometric interoperability
Besides the required changes in the PoS/ATM terminals and bank cards, the authentication communication infrastructure may need to change as well
(von Graevenitz, 2007). For example, in an online
PIN authentication protocol, a merchant sends transaction information accompanied by an encrypted PIN
entered by the customer to the merchant’s acquiring
bank, which in turn requests authorization from the
customer’s issuing bank. The authorization depends
among other things upon equality or inequality of the
entered PIN against a reference stored at the issuing
bank, and the authorization outcome is returned to the
merchant via the acquiring bank. If such protocol is
to be extended with biometrics, the biometric modality and data exchange formats that are to be exchanged
between banks need to be agreed upon, and measures
to ensure the security of the system and the privacy
of its subjects need to be in place. Without consensus
among all involved parties on these aspects there is a
substantial risk that biometric authentication will only
be available at terminals of the issuing banks.

1.1.3. Cost reduction
A third benefit of biometrics that is often being reported is the one of cost reduction. Point-of-sale terminals may decrease their transaction time, resulting
in a faster throughput of customers. Suggested reduction of transaction times between 10% up to 70% have
been reported in the past (Banking automation bulletin,
2009; Boyle, 2006). Furthermore, cost associated with
forgotten PINs and associated cards that have to be renewed may be reduced.
1.2. Deployment hurdles
1.2.1. Investment in terminals, cards, and enrollment
facilities
The integration of biometrics in an ATM/PoS payment system requires significant investments in terminals and cards. During the last decade, banks and retailers have been forced to keep up with industry initiatives such as an EMV compliant smart card. It has
been estimated that in 2008, there were about 400 thousand ATMs in Europe and about 1.5 million around the
world (ENISA, 2009; European Central Bank, 2010)

1.2.3. Service costs resulting from false non-matches
Besides cost benefits resulting from shorter transaction times, it has also been argued that the use of
biometrics may increase cost. Any biometric system
is prone to errors by definition. The intrinsic failure is expressed as false non-match and false match
rates, which are subject to a design trade-off. Depending on the modality that is being used and the quality of the biometric data samples, realistic false nonmatch rates (expressed as proportion of the number of
3

authentication attempts) are typically in the order of
0.1 to 5% (cf. Phillips et al., 2005, 2007; Toth and
Mansfield, 2006; Cappelli et al., 2006; University of
Bologna, 2006). In a payment authentication system
dealing with millions of transactions a day (European
Central Bank, 2010), however, such false non-match
rate is not really acceptable given the large number of
resulting service calls and the associated cost.

(cf. European Parliament and European Council, 1995;
ARTICLE 29 - Data Protection Working Party, 2003;
ISO/IEC JTC1 SC27, 2010). Because biometric characteristics are (almost) unique for a subject, and often
contain information beyond what is needed for authentication, biometric data is regarded as personal data
and is vulnerable to unlawful use. Examples of unlawful processing include cross-linking of subjects across
databases, the assessment of the subject’s ethnic background or the analysis of medical data from biometric
measurements. As a result, it is often disputed whether
biometric data can or cannot be stored in a centralized
database. Although the final answer is yet unknown,
it is clear that the benefits of centralized data storage
should be proportional to the resulting privacy risks.

1.2.4. Biometric system security
Another concern for the adoption of biometrics in a
payment system is related to biometric security. Various potential vulnerabilities of biometric systems have
been described in the past (see Jain et al., 2008, for an
overview) which require dedicated countermeasures to
mitigate such risks. Examples of vulnerabilities include spoofing of a sensor (for example by the use
of gummy fingers), replay attacks and other channelinterception based methods. Especially for a payment system involving unattended terminals (such as
ATMs), malicious persons may be able to modify the
operation of a sensor, or make several authentication
attempts using spoof biometrics or cards. In the unfortunate case that a security breach occurs, and biometric template information becomes compromised,
that biometric information will be compromised forever. The ability to revoke and renew biometric references is therefore an important requirement for biometric systems (cf. ISO/IEC JTC1 SC27, 2010), which
requires dedicated technology and/or procedures to facilitate such renewal.
But even in normal operation (without malicious actions), a biometric system has a non-zero false match
rate. Independent tests on a variety of biometric
modalities often indicate false match rates in the order
of 0.1 to 1% (cf. Phillips et al., 2007, 2005; University
of Bologna, 2006). On the other hand, biometric vendors themselves often report more optimistic performance numbers, and the discrepancies in performance
indicators may lead to skeptical expectations for biometrics (Moss, 2009). If a payment system would only
rely on biometrics to identify and authenticate a subject, any non-zero false match rate will result in a certain proportion of transactions that will be associated
with the wrong identity. As such, it is unlikely that a
large-scale payment system can operate on biometrics
alone, and most likely will rely on other authentication
means as well (such as the possession of a bank card,
or knowledge of a secret PIN).

1.2.6. Customer acceptance
In terms of customer acceptance, we can identify 4
categories of subjects that are not necessarily mutually
exclusive.
1. Subjects that find biometrics more convenient and
safe than PIN and experience no practical problems during operation. This is the target group
to embrace biometrics. Surveys indicate that between 60 to 92% of the population belongs to this
group (ORC, 2001; TNS/TRUSTe, 2005; Tan,
2007; Logica CMG, 2006; van Hooren, 2009).
2. Subjects that object against the use of biometrics
in payment systems for a variety of reasons, such
as a lack of trust in futuristic technology (Coventry et al., 2003), mis-use of personal data, health
and hygiene risks associated with biometric sensors, associations with crime (e.g. fingerprints),
and alike. US surveys between 2001 and 2005 revealed a percentage of 6-10% of Americans that
found the use of finger and hand scan biometrics for law enforcement and governmental applications unacceptable (ORC, 2001; TNS/TRUSTe,
2005). In the area of payment, a similar proportion found it not acceptable to use biometrics for
ATMs (Logica CMG, 2006).
3. Subjects that fail to enroll due to an absence of reliable biometric characteristics. Depending on the
biometric modality, this group of subjects represents about 1 to 3% of the population (Mansfield
et al., 2001; Toth and Mansfield, 2006; Ogata,
2009).
4. Subjects that enroll correctly but experience a
disproportional false non-match rate during operation. This subgroup of a population is often referred to as “goats” (Doddington et al.,
1998). There is evidence that goats indeed exist for certain biometric modalities and corpora
(Bolle et al., 2000; Wittman et al., 2006; Maio
et al., 2006; Modi and Elliott, 2006; Yager and
Dunstone, 2007; Breebaart et al., 2009).

1.2.5. Biometric information privacy
Biometric information privacy refers to the right to
control over ones own biometric information in its life
cycle of collecting, transferring, using, storing, archiving, disposal and renewal. The protection of individuals with regard to the processing of personal data is
underlined in various legal documents and standards
4

2. Biometric template protection to integrate biometrics in a PIN infrastructure

biometric sample by means of a pseudonymous identifier recorder (PIR), and the candidate pseudonymous
identifier (PI*) is obtained as the hash of the released
key.

2.1. Rationale
Given the deployment hurdles described in the previous section, it seems highly unlikely that biometrics will completely replace PIN. The PIN is likely
to be required as fallback in the case that a payment
terminal does not support biometric authentication, or
when a client does not want to or cannot use biometrics. We therefore propose an integrated approach, in
which PIN and biometric authentication co-exist. To
allow for a seamless integration of both authentication
means, and to ensure a sufficient level of data privacy,
we propound the use of so-called “biometric template
protection” techniques employing key binding and key
release principles. The properties of such techniques,
and their benefits in the context of a payment system
are outlined in the next sections. The proposed method
will subsequently be subject to a security and customer
convenience analysis by means of simulations in Section 3.

PIE
Key
generation

Biometric
features

PIR
One
way
function

Key binding

PI

AD

PI*

One
way
function

Key release

Biometric
features

Figure 1: Schematic overview of the PIE and PIR modules employing key binding and key release principles.

The use of pseudonymous identifiers solves several
challenges related to the security and privacy of biometric data. In contrast to biometric characteristics,
PIs are renewable which is an important benefit in the
case of identity fraud ISO/IEC JTC1 SC27 (2010).
Furthermore, the PI does not reveal any information
that is not strictly required for authentication, reducing
the risk for unlawful processing of biometric data. The
privacy risks and the corresponding legislation associated with centralized biometric databases have often
been the reason to argue for comparison-on-card biometric solutions (von Graevenitz, 2007). Besides these
security and privacy benefits, the deployment of PIs
also has benefits in terms of system integration, as will
be explained in the next section.

2.2. Key binding and key release methods
During the last decade, a variety of techniques to
enhance the security and privacy of biometric systems
have been proposed and evaluated (see Breebaart et al.,
2008, for a non-exhaustive list). These methods are
often denoted as “template protection” methods because of their aim to protect the biometric reference
data (e.g. the template) against tampering and unauthorized processing during storage and transmission.
Their operation is in many cases based on transforms
that convert biometric data into a representation that is
renewable, unlinkable and irreversible (ISO/IEC JTC1
SC27, 2010). The use of such methods is regarded as
best practice according to the European data protection
supervisor (EDPS, 2011). One class of such template
protection algorithms employs principles of key binding and key release. Embodiments of such key binding
and key release principles are referred to as fuzzy commitment schemes (Juels and Wattenberg, 1999), helper
data systems (Linnartz and Tuyls, 2003; Kelkboom
et al., 2007), fuzzy vaults (Juels and Sudan, 2006; Nandakumar et al., 2007) and fuzzy extractors (Dodis et al.,
2004, 2008). Figure 1 provides a schematic overview
of the important processing elements. During enrollment, a key binding method combines a (secret) key
with a biometric sample into so-called “auxiliary data”
(AD). The auxiliary data should not reveal the key nor
the biometric characteristic. Additionally, the key is
processed by a cryptographic one-way function and the
hash of the key is stored as the “pseudonymous identifier” (PI). The processing stage that generates AD and
PI is referred to as pseudonymous identifier encoder
(PIE). During verification, the key is reconstructed (released) with the help of the auxiliary data and a new

2.3. System integration
One of the interesting analogies between biometric
pseudonymous identifier and PIN authentication is that
both methods rely on the comparison of an encrypted
or hashed secret key. This similarity allows for a relatively simple system integration of biometrics compared to conventional biometric authentication methods. Biometric systems not incorporating biometric
template protection require the transmission of biometric data from a sensor (presumably integrated in a PoS
or ATM terminal) to the bank that issued the payment
card for biometric verification. If the ATM or PoS terminal is operated by a different (acquiring) bank, the
data has to be transmitted between banks. Such exchange of biometric data is difficult to realize for several reasons. Firstly, it requires banks to reach consensus on biometric modalities and exchange formats
to be used. Secondly, the authentication infrastructure
needs to be extended to support such exchange of biometric data. The concept of pseudonymous identifiers
solves these hurdles to a large extend by transforming
a biometric sample into a fixed binary string that can
readily function as a PIN. In the following two subsections, two examples of the integration of pseudonymous identifiers in a payment infrastructure are outlined. In these examples, we focus on the information
5

send to the issuing bank to settle the payment. If no live
connection with the issuing bank can be established,
the terminal may store the transaction data temporarily
until the connection is re-established.

flow related to biometric data, and do not specifically
outline additional procedures to ensure confidentiality
and authenticity of transmitted data, cards and terminals. These properties are assumed to be provided by
off-the-shelf cryptographic techniques such as data encryption and the use of signatures.

PoS terminal

Bank

Smart card
CI

Transaction
processing

2.3.1. Online biometric verification
In this scenario, the customer has a bank card that
only stores information and has no processing or cryptographic capabilities. We consider ATM withdrawals
and point-of-sales (PoS) terminals that read information stored on the card, are equipped with a biometric
sensor, and rely on online (biometric) verification by
the issuing bank. The information flow is outlined in
Fig. 2. The bank card contains cardholder information
(CI) such as the account number, card holder’s name,
and expiry date, as outlined in ISO/IEC (2006). Additionally, the biometric auxiliary data are stored on
the card. Upon transaction, both CI and AD are read
from the card by the terminal. The cardholder also
presents his/her biometric. From the combination of
AD and biometric sample, a candidate PI* is created
by the terminal. Part of the cardholder data, the candidate PI*, and the transaction data are subsequently
transmitted to the issuing bank for verification. A
pseudonymous identifier comparator (PIC) compares
the generated PI* with the reference PI stored in the
database (DB) of the issuing bank. When the PI* is
authenticated, the payment will be settled.

PI
PI*

Outcome

Transaction

Pseudonymous
Identifier
Recoder

Bank card

(PIR)

AD

PI

CI
Outcome

PI*

PIC

PI
Pseudonymous
Identifier
Encoder

AD
Biometric
Data
Capture
(sensor)

(PIR)

PIC

Smart card

AD

Feature
Extractor

PIC

PI*

This scenario can even be extended towards a biometric challenge-response method. If biometric features (BF) that are used as input for PIE and PIR modules are stored on the card in a secure manner, the card
can be equipped with a pseudonymous identifier encoder (PIE) that generates a new PI and corresponding auxiliary data for each authentication session (see
Fig. 4). By doing so, the required PI* generated by the
terminal is different for each session hence preventing
potential replay attacks.

CI
AD

Pseudonymous
Identifier
Recoder

Figure 3: Scenario for offline, smartcard-based biometric transaction authentication employing storage of AD and PI on the card, and
comparison on the card.

ATM or PoS terminal

CI

DB

Biometric

Biometric
Data
Capture
(sensor)

Feature
Extractor

ATM or PoS terminal

Bank

Outcome

Transaction

BF

(PIE)

Biometric

Transaction

Figure 4: Smartcard-based biometric transaction authentication employing a challenge-response protocol based on stored biometric features (BF) in a secure area of the smart card.

processing

Figure 2: Scenario for online biometric transaction authentication
based on a bank card with storage facilities.

3. Performance evaluation based on fingerprint
biometrics
2.3.2. Offline biometric verification
The biometric information flow for an offline smartcard based biometric verification is outlined in Fig. 3.
The card first provides the auxiliary data to the terminal. Subsequently, the terminal recreates a candidate
PI* from the captured biometric sample and transmits
it to the card, which verifies its value. The verification
result is published to the terminal to proceed with or
to reject the transaction. When the genuineness of the
cardholder has successfully been verified by the card,
the transaction information is typically signed by the
card (via a message authentication code, or MAC) and

In this section a simulation study is described in
which the integration of biometrics in a card-based
payment system is evaluated from a technical perspective. The study is based on the assumptions that (1)
biometrics and PIN co-exist, (2) biometric authentication employs the concept of PIs that function as PIN,
and (3) subjects have the freedom to select PIN or biometric authentication. In particular, this section:
• Compares biometric performance with and without the incorporation of biometric template protection;
6

• Compares the maximum entropy of the biometric
key to the entropy of a 4-digit PIN;

2. A Hamming-distance classifier operating on the
difference between two binary feature vectors in
which the maximum size of the secret key depends on the Hamming-distance classifier threshold.

• Evaluates the effect of multiple authentication attempts as typically exist in PIN-based systems,
and

3.3. Procedure

• Simulates the removal of “goats” (cf. Section 1.2.6) from the biometric population on the
biometric performance, assuming these subjects
will revert to PIN-based authentication if a series
of initial attempts to use biometrics were not successful.

The publicly available MCYT fingerprint database
(Ortega-Garcia et al., 2003) was used to evaluate the
PIE and PIR scheme. This database contains 12 images of all 10 fingers from 330 subjects that were located in four different institutions, and were all sampled using 2 different sensors (i.e., one optical and one
capacitive sensor). For the test described, we only
used the first two fingers acquired using the optical
sensor. In a first step, we randomly split the feature
vectors by subject in a training set (comprising 80% of
the subjects) and a test set (comprising the remaining
20%). The training set was used to determine the principal component analysis (PCA) and linear discriminant analysis (LDA) matrix coefficients. Subsequently,
the PCA/LDA transformation was applied to all feature
vectors of the test set. From this transformed test set, 4
feature vectors were randomly selected from each subject and converted to a single feature vector by averaging. This averaged feature vector was used for enrollment. The remaining 8 images were used as individual genuine comparison samples. For imposter comparisons, we randomly sampled one in five of all imposter combinations. The process of random selection
for enrollment and verification was repeated 5 times
resulting in a total of 0.2x2x330x8x5=5280 genuine
comparison scores. The process of randomly splitting
training and test sets was employed 10 times to result
in a pooled 52800 genuine comparison scores, from
which we constructed detection error trade-off (DET)
curves. A maximum key entropy was obtained based
on the number of errors to be corrected for a discrete
set of operating points on the DET curve (Kelkboom
et al., 2010).
For reference (as baseline condition), we also constructed DET curves based on real-valued feature vectors (i.e., without quantization and PIE/PIR processing) to investigate potential performance differences
induced by the PIE and PIR processes. The process
of feature splitting and PCA/LDA transformation was
identical as employed for the PIE/PIR configuration.
We used (one minus) the normalized correlation coefficient ρ as comparison score D between two feature
vectors f1 and f2 :

3.1. Feature extraction
The following procedure was employed to create PI
and AD data elements from fingerprint images. First,
for each fingerprint sample in the database, a set of
minutiae was extracted using a commercially-available
software solution (Neurotechnology VeriFinger SDK
version 5). Each set of minutiae was transformed into
a (partially) rotation and translation-invariant feature
representation to result in a first set of features. Furthermore, directional field and Gabor responses were
extracted of each fingerprint image as described in
Tuyls et al. (2005) and combined (concatenated) to the
features extracted from the minutiae set. The combined feature set had a fixed length of 1400 real-valued
features. These features were created such that they
adhered to the following requirements:
• The expected mean feature vector across a large
population of subjects amounted to zero;
• The features did not have any significant (firstorder) correlations;
• The individual features had (approximately) unit
variance across the population.
These properties were obtained by applying a combination of a principal component and linear discriminant analysis (Duda and Hart, 1973) on the set of features from our feature extraction algorithm. The matrix
coefficients required for this transformation were obtained from an independent training set (see Sec. 3.3
for details).
3.2. Key binding and key release model
The PI encoder and recoder as outlined in Fig. 1
were modeled following the approach by Kelkboom
et al. (2010), which comprised:

f1 · f2
,
D=1−ρ=1− p
( f1 · f1 ) ( f2 · f2 )

1. A quantizer, which transforms each individual
feature from the enrolment and verification feature vector into a one-bit binary representation by
thresholding;

(1)

with (a.b) the dot product of vectors a and b.
In a payment system that provides PIN as fallback
option, it is likely that the group of biometric “goats”
7

processes was not found to have any significant positive or negative impact on the biometric system performance. The maximum entropy of the key (in bits)
for a discrete set of operating points is provided by the
crosses on the solid line, ranging from about 30 bits at
a FMR of 0.001% down to 10 bits at a FMR of 0.1%.
The DET curve for two verification attempts is indicated by the dashed line in Fig. 5. For a broad range
of operating points, the FNMR for a given FMR is approximately five times lower than the FNMR for the
single-attempt system, indicating a strong benefit from
allowing two attempts rather than only one. Moreover,
the maximum key size at a fixed FMR is slightly larger
for multiple attempts (dashed line) than for a single attempt (solid line).
The probably most realistic configuration for a
biometric-enabled payment system is represented by
the dash-dotted curve of Fig. 5. This curve represents the configuration in which two attempts are allowed, and in which the “goats” were removed from
the data set by the procedure described in Section 3.3,
assuming these subjects will revert to PIN after a few
unsuccessful attempts to use biometric authentication.
For this condition, the FNMR at a constant FMR is
substantially lower than for the previous ones (e.g. a
FNMR of 0.2% at a FMR of 0.1%). The maximum
key size is not changed after removal of goats from the
data set, however.

will stop to use biometric authentication at some point
in time (after a series of false non-matches) and will
solely rely on PIN authentication. We simulated this
phenomenon using the procedure of Breebaart et al.
(2009) to filter out goats from the population:
• We calculated the mean comparison score across
all genuine comparisons for each subject in the
test set.
• We sorted these comparison scores and identified
the 5% of the population with the lowest average
comparison score.
• We removed all measurements from the subjects
that were identified in the previous step.
3.4. Results
The biometric system performance expressed as
DET curve is provided in Fig. 5. The baseline condition based on real-valued features is shown by the
dotted line. For a false match rate (FMR) of 0.1%, this
configuration reaches a false non-match rate (FNMR)
of approximately 1.5%, which decreases to about 0.7%
for a FMR of 1%, while the equal-error rate (EER)
point amounts to 0.8%.

0

10

3.5. Discussion
3.5.1. Biometric performance
The baseline condition in which no template protection technique was employed achieved a FNMR of
about 1.5% at a FMR of 0.1% and an EER of 0.8%. If
these performance figures are compared to other studies performed on the same fingerprint database we can
conclude that our feature extraction and comparison
algorithms perform slightly worse than those used by
others. For example, Breebaart et al. (2009) reported a
FNMR of 0.75% at a FMR of 0.1% based on minutiae
comparison, which is two times lower than our results.
Simon-Zorita et al. (2003) reported EERs below 1%
using 3 enrollment images. Xu and Veldhuis (2009)
report EERs between 0.1 and 0.3% on a subset of the
MCYT database. Other studies report similar performance numbers using different database subsets (Xu
et al., 2009a,b).
When the results for the real-valued baseline condition are compared to the PIE/PIR approach, we observed a virtually identical performance curve. This
indicates that for the employed feature extraction and
quantization scheme, classification by means of binary
comparison does not result in a significant degradation of the verification performance. This result is in
line with other studies based on fingerprint data (Chen
et al., 2007), 2D face biometrics (Chen et al., 2008) and
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Figure 5: DET curve for the PIE/PIR approach (solid line), realvalued feature vectors (dotted line), PIE/PIR approach based on two
attempts for each verification (dashed line), and the PIE/PIR approach based on two attempts after removing “goats” (dash-dotted
line). The crosses indicate the key size.

The performance for the PIE/PIR system (as indicated by the solid line) is very similar to that of the
baseline condition based on real-valued feature vectors. Hence for the current biometric database and employed feature extraction algorithm, the incorporation
of feature quantization and key binding and release
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3D face biometrics (Busch et al., 2008) that also indicated minor effects of the incorporation of quantization
and key binding principles. In another study, a performance decrease of a factor of about 3 was nevertheless
reported when comparing real-valued and binary fingerprint templates (Tuyls et al., 2005).
In the described approach no advanced bitextraction methods such as multi-bit extraction and
reliable component selection were used (e.g. Tuyls
et al., 2005; Chen et al., 2007, 2009; Kelkboom et al.,
2009b); the incorporation of such methods may even
result in small performance improvements compared
to the current results.
The simulations indicate significant benefits of having two biometric verification attempts rather than one.
When the number of attempts for verification is increased from one to two, the FNMR at a constant FMR
improves by about a factor of five, which is more than
the factor of about two reported in Breebaart et al.
(2009). Because both FNMR and FMR typically decrease with an increase in the number of attempts, the
system threshold should be set more restrictively to
reach the same FMR. As a result, the maximum size
of the key that can be used to bind with the biometric data increases. As indicated in Fig. 5, the gain in
maximum key size amounts to about 3 bits.

supported by the simulations presented in Section 3.
Under the assumption that a biometric payment system
requires a FMR of 0.1% or below (which is equal to the
probability of correctly guessing a 4-digit PIN in one
attempt), the associated FNMR of 1.5% is most likely
of considerable concern for payment system operators.
Even when the “goats” are excluded from the biometric database, an FNMR of 0.1% or higher is still substantial. When millions of transactions are processed
daily, banks, retailers and customers will most likely
demand that a more fail-safe fallback (e.g. PIN) is
available at any time.
Obviously, the cost of extending (new) terminals
with biometric sensors reflects only a small portion
of the total cost to integrate biometrics in a PIN payment system. All involved parties will have to reach
consensus on a broad range of system aspects, such
as biometric modalities that are supported, data exchange formats, security reviews, and alike, which can
be lengthy and costly processes. Furthermore, bank
cards need to be upgraded, enrollment facilities need
to be constructed, personnel requires proper training,
and so on. Despite the fact that it will be very difficult to estimate the cost associated with the complete
upgrade process, it seems logical that biometrics will
only be considered if its introduction is supported by
solid and indisputable evidence that the associated benefits will indeed materialize compared to PIN. When
cost benefits are considered, the simulations do unfortunately not indicate that shorter transaction times
can indeed be achieved. In the publications that report
transaction time reductions (Boyle, 2006; Banking automation bulletin, 2009; van Hooren, 2009), these results seem mostly attributable to the fact that no payment card had to be swiped to identify the customer.
Both identification and transaction authentication are
performed based on a fingerprint scan. With a nonzero biometric FNMR, such approach is only feasible
on small-scale trials. On large scale systems, with millions of customers, two-factor authentication becomes
a necessity, and hence it is doubtful whether biometric
authentication will be faster than PIN in that case. Our
results indicate that a single biometric authentication
attempt will not always suffice, resulting in an increase
in the average number of attempts for each transaction.
Moreover, in the case of two subsequent false rejects,
the customer will still have to revert to PIN. Depending on how often this will occur in practice, transaction
times may not be shorter, and may even become longer
than for PIN alone.
We did not find any evidence that biometrics can
save cost of service calls resulting from forgotten PINs.
PIN authentication will still be required in the case of
a biometric false non-match, or at terminals that do not
support biometrics at all. In fact, when customers use
their PIN less frequently due to biometrics, the probability that they forget their PIN may actually increase,

3.5.2. Biometric benefits and hurdles revisited
The obtained results have implications for the employment of fingerprint biometrics in a payment system. We have shown that it is technically feasible to
use biometric key binding and key release methods to
bridge the gap between biometric and PIN authentication. The results indicate that biometric performance
(expressed as FMR and FNMR) is not significantly influenced by the deployment of such key binding and
key release mechanisms. Hence, compared to a conventional biometric system (e.g. not employing key release mechanisms), the proposed approach has several
advantages. Firstly, the renewability of the biometric reference data is more secure; data can be revoked
and renewed in case of a security breach. Secondly,
the irreversibility property improves the data privacy,
making it harder to use the stored data for other purposes than payment authentication. Thirdly, the employed keys can be used as “biometric PIN”, facilitating a simple integration in a PIN-based infrastructure.
In conclusion the proposed method alleviates several
of the identified deployment hurdles for biometrics in
a payment system when compared to the integration of
a conventional biometric approach.
To evaluate the potential benefits, the appropriate
reference is the existing system based on PIN. We argued that biometric and PIN need to co-exist to allow
for a cost effective upgrade of terminals, and to provide authentication means for clients for whom biometric authentication fails. This co-existence is also
9

which could even result in higher expenses associated
with PIN resets.
A second claimed benefit for biometrics is supposedly better security. Obviously, when PIN and biometrics are both required for authentication, one expects
that fraudulent transactions will become more challenging for an adversary than with PIN or biometrics
alone. However such multi-factor authentication defeats the original purposes of cost saving and improved
customer convenience and hence this is a very unlikely
scenario for payment systems. When considering the
maximum key entropy for the key-binding approach,
the maximum key size at a FMR of 0.1% amounts to
about 10 to 12 bits (depending on the configuration of
the system and the target group). The key size can
be increased up to 20 or 30 bits at the expense of a
higher FNMR, assuming banks are willing to accept
FNMRs in the order of 1% or beyond. Irrespective of
the exact operating point for this security versus convenience trade-off, the number of bits remains small in
a cryptographic context. This implies that similar to
PIN, appropriate procedural mechanisms should be in
place to prevent guessing attacks and to limit the number of erroneous attempts. Interestingly, we have also
observed that the biometric security can be increased
by allowing for 2 authentication attempts rather than
one, resulting in a lower FMR and higher key entropy.
This obviously has the drawback that the probability
of success during the first attempt will decrease, and
hence the authentication process will take more time
due to an increase in the average number of authentication attempts.
The third benefit often associated with the use of
biometrics for authentication is the improved customer
convenience. Our simulations did not indicate that customer convenience is strongly improved. Firstly, customers will have to remember their PIN just in case
biometrics do not work properly or are not supported
by the payment terminal. Secondly, false non-matches
may result in the necessity of multiple biometric authentication attempts which may not be regarded as
being convenient at all. Thirdly, in former biometric
payment trials, customers seem to especially value the
employed single-factor authentication (e.g. biometrics
only). For example, van Hooren (2009) quotes “When
asked what they liked about the system, again the majority, some 80%, said that the payment method was
very convenient as they could authorize payments with
nothing more than their fingertip.” Again, this benefit
is valid on small-scale trials, but is difficult to realize
on large-scale systems given a non-zero FNMR biometric.
The difficulty to demonstrate clear benefits for payment authentication using fingerprints compared to
PIN may in part explain why large-scale payment systems in Europe and the USA have not yet embraced
biometrics. Most of the trials and systems that have

been used in these areas have predominantly been focussing on fingerprints. It may well be the case that
similar conclusions were drawn from these trials. On
the other hand, Japan has a large biometric infrastructure for ATM withdrawals. Their choice for finger and
palm vein biometrics instead of fingerprints may have
been critical to achieve a positive balance between investments and resulting benefits. The claimed FNMR
and FMR reported by some vendors are substantially
lower than for fingerprints (Ogata, 2009), while potential issues with hygiene and latent biometrics can be
solved with contactless sensors.
3.5.3. Limitations and unresolved issues for the proposed approach
The simulation results suggest that fingerprints do
not provide a sufficiently high biometric authentication
performance to support the claimed benefits of cost
reduction, customer convenience and security when
compared to PIN. These results were obtained with
one fingerprint database and one specific feature extraction algorithm only. A large-scale test involving
more data sources and processing algorithms would be
required to validate whether the reported results show
consistency under different conditions. Furthermore,
it is not clear what the performance will be if different age groups are involved, if weather conditions are
taken into account, and what happens if biometric sensors are left unattended as would be the case in ATMs.
Furthermore, in the simulations involving multiple attempts, we assumed that each captured biometric sample is evaluated independently, i.e., at least one of them
should give a positive result. Potentially more clever
combinations of two captures biometric samples (e.g.,
multi-sample fusion, see Kelkboom et al., 2009a) may
provide better performance.
A second potential issue relates to the modality dependence of biometric systems. To allow an interoperable system in which a subject with a card from issuing bank A can biometrically authenticate a transaction at a terminal from acquiring bank B, both banks
will need an agreement on which biometric modalities they support, which sensors are being integrated in
the terminal, and what feature extraction and PIR algorithms are supported. Such choices require support
and consensus by many involved parties which may be
very difficult to achieve in practice. Similar arguments
hold for the storage of AD data. Consensus is required
in what format this should be done, where it is stored
(on a bank card, or on a central server). Although the
pseudonymous identifier is modality independent and
can be generated for virtually all biometric modalities,
it remains to be seen if performances and key sizes are
indeed comparable and interchangeable in such systems.
A third limitation relates to the key entropy that is
reported throughout this study. This performance in10

dicator is based on the assumption of independent bit
values in the extracted binary string. In practice, bit
values and bit errors can be correlated and hence the
actual key entropy may be lower than reported here.
Moreover, it may not be trivial to design an error correction scheme that actually achieves the presented upper bound. Hence the reported key entropy values are
most probably too optimistic.
A fourth limitation related to template protection
techniques is that at this point in time, methods to evaluate and benchmark privacy and security are still under development. It is therefore difficult to objectively
assess the actual level of privacy and security that is
being provided by a certain method, or to compare different approaches among each other.
A final limitation is the fact that we did not consider
comparison-on-card biometric systems. In principle,
off-line biometric authentication can be performed by
a smart card with an integrated biometric comparison
algorithm. This approach also alleviates privacy risks
because biometric references are stored on a smart card
carried by the customer, at the expense of a more costly
smart card. Online authentication is difficult to realize with this approach, however. Moreover, the difficulty to materialize benefits compared to PIN is probably equally challenging for a comparison-on-card approach as for the key release approach described in this
paper.

For such a co-existence scenario, our fingerprintbased simulations did not provide an indication that
claimed benefits of biometric technology, such as an
improved security, an improved customer convenience,
and cost reduction will actually materialize. Instead, it
seems that these properties are virtually on par when
comparing biometrics and PIN, which may be an important reason for the absence of large-scale fingerprint
payment systems today. Future research involving different biometric modalities, or combinations thereof
(such as finger vein and fingerprint data captured by
one combined sensor) may result in a more positive
balance between investment effort and the resulting
benefits.
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